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1. Introduction

Cybermarine Group ("Cybermarine”, "we", "us", or "our") is committed to respecting and
protecting the privacy of individuals who visit our websites or communicate with our
businesses.

This Privacy Policy explains how we collect, use, process, disclose, retain, and protect
personal information received through our websites and related business communications.

Cybermarine Group comprises the following legal entities:
e Cybermarine Technologies Pte. Ltd. — Singapore
e Cybermarine Knowledge Systems Pvt. Ltd. — India
e Cybermarine Engineering Consultancy LLC — United Arab Emirates
e Cybermarine Ltd. — United Kingdom
Each entity is a separate legal organisation operating within its respective jurisdiction.

For the purposes of this Privacy Policy, references to "Cybermarine Group" collectively
describe these entities and do not imply that Cybermarine Group is itself a separate legal
entity.

We are committed to handling personal information responsibly and in accordance with
applicable data protection laws.

2. Scope of This Privacy Policy

This Privacy Policy applies to Cybermarine's corporate websites, including their regional and
country-specific versions.

These include:

o India: www.cybermarine.net

e Singapore: www.cybermarine.sg

e United Kingdom: www.cybermarine.uk

e United Arab Emirates: Cybermarine's official UAE regional website, where applicable.

It also applies to personal information voluntarily provided through website enquiry forms,
emails, or other communications initiated through our websites.

Our websites primarily provide information about Cybermarine's marine design, naval
architecture, engineering consultancy, offshore engineering, software solutions, and related
professional services.

Visitors can access publicly available website content without registering or creating a user
account.


http://www.cybermarine.net/
http://www.cybermarine.sg/
http://www.cybermarine.uk/

3. Information We Collect

Cybermarine collects personal information primarily when individuals voluntarily contact us,
submit enquiries, or communicate with our businesses.

Depending on the nature of the enquiry, this may include:
e Full name
e Company or organisation name
o Job title or professional designation, where provided
o Email address
o Contact number
e Country or geographical location, where provided
e Details submitted through website contact or enquiry forms
¢ Information included in emails or other business correspondence
e Technical or commercial information provided in connection with a business enquiry

We collect only the personal information reasonably necessary to respond to enquiries,
provide requested information, and conduct relevant business activities.

We do not require visitors to provide personal information simply to browse our websites.
4. Cookies, Analytics and Website Tracking
Cybermarine's corporate websites are designed as static, informational websites.

We do not use Google Analytics, advertising pixels, remarketing tools, behavioural analytics
platforms, or other technologies intended to track individual visitors or monitor their browsing
behaviour for marketing purposes.

We do not use tracking cookies for personalised advertising, visitor profiling, or cross-
website behavioural monitoring.

Cybermarine does not create individual browsing profiles or use website activity data to
deliver targeted advertisements.

Basic technical information, such as IP addresses, access timestamps, or server requests,
may be processed by website hosting infrastructure for website delivery, operational security,
technical maintenance, and troubleshooting.

Such technical processing is distinct from website analytics or advertising tracking.

5. How We Use Personal Information

Personal information provided to Cybermarine may be used for the following purposes:
¢ Responding to enquiries, requests, and communications.

e Providing information about our engineering services and software solutions.



e Preparing and communicating quotations, technical proposals, and commercial
offers.

e Coordinating enquiries with the appropriate Cybermarine office or department.
o Establishing and maintaining professional business relationships.

¢ Providing requested technical assistance or customer support.

¢ Maintaining records of business communications.

¢ Administering relevant business and contractual activities.

o Complying with applicable legal and regulatory obligations.

We do not use information submitted through our websites for automated profiling or
automated decision-making that produces legal or similarly significant effects.

Where required by applicable law, personal information will be processed on an appropriate
lawful basis, which may include consent, contractual necessity, compliance with legal
obligations, or legitimate business interests.

6. Responsibility for Personal Information

Each Cybermarine entity is responsible for personal information that it collects and
processes in connection with its respective business activities, subject to applicable law.

Where a visitor contacts Cybermarine through a country-specific website, the corresponding
local entity will generally be responsible for handling the enquiry.

Where an enquiry relates to another Cybermarine office, project location, service, or area of
expertise, it may be transferred to the appropriate Cybermarine entity for further assistance.

Where multiple Cybermarine entities jointly determine the purposes and means of
processing personal information, their respective responsibilities will be established in
accordance with applicable data protection laws.

7. Sharing Information Within Cybermarine Group

Cybermarine operates internationally through its entities in Singapore, India, the United Arab
Emirates, and the United Kingdom.

Personal information may be shared between authorised Cybermarine entities where
reasonably necessary to:

e Respond to customer or business enquiries.

e Coordinate engineering or software-related services.
e Prepare technical and commercial proposals.

+ Manage international projects.

e Provide requested customer support.

¢ Maintain relevant business relationships.



Such information sharing will be limited to what is reasonably necessary for the relevant
business purpose and conducted in accordance with applicable data protection
requirements.

8. Disclosure to Third Parties
Cybermarine does not sell, rent, or trade personal information to third parties.

We may disclose relevant information to authorised third parties when reasonably necessary
for legitimate business operations.

These may include:

Website hosting and IT service providers.
 Email and communication service providers.
o Professional advisers and authorised business service providers.

o Government authorities, regulators, or law enforcement agencies where legally
required.

Where service providers process personal information on our behalf, we take reasonable
steps to ensure appropriate confidentiality, security, and data protection safeguards are
maintained.

We do not share website visitors' personal information with third-party advertising platforms
for behavioural advertising.

9. International Data Transfers

Due to the international nature of Cybermarine's operations, personal information may be
transferred between our entities or accessed by authorised personnel located in different
countries.

Such transfers may be necessary for responding to enquiries, coordinating proposals, or
providing requested services.

Where personal information is transferred across international borders, Cybermarine will
implement appropriate safeguards and comply with applicable data protection requirements.

These safeguards may include contractual commitments, access restrictions, and other
technical or organisational measures where required.

10. Data Security

Cybermarine takes reasonable technical and organisational measures to protect personal
information against unauthorised access, disclosure, alteration, misuse, or loss.

Access to personal information is restricted to authorised personnel who require it for
legitimate business purposes.

We seek to maintain appropriate safeguards for information stored or processed through our
business communication and information technology systems.



However, no method of internet transmission or electronic storage can be guaranteed to be
completely secure.

11. Data Retention

Cybermarine retains personal information only for as long as reasonably necessary to fulfil
the purpose for which it was collected or to comply with applicable contractual, legal, or
regulatory obligations.

Retention periods may vary depending on the nature of the information, the relevant
Cybermarine entity, and applicable local requirements.

When personal information is no longer required, Cybermarine will take appropriate steps to
securely delete or anonymise it, unless continued retention is required or permitted by law.

12. Your Privacy Rights

Depending on your location, the relevant Cybermarine entity, and applicable data protection
laws, you may have certain rights concerning your personal information.

These rights may include:
e Requesting access to personal information held about you.
e Requesting correction of inaccurate or incomplete information.
¢ Requesting deletion of personal information, subject to applicable legal requirements.
o Withdrawing consent where processing is based on consent.
o Objecting to certain processing activities, where applicable.
e Requesting restriction of processing, where applicable.
e Requesting data portability, where provided by law.
e Raising concerns or complaints regarding the handling of your personal information.

To exercise any applicable rights, please contact Cybermarine using the details provided in
Section 17.

We may request reasonable information to verify your identity before responding to a
request.

Requests will be handled in accordance with the applicable legal requirements.
13. Applicable Data Protection Laws

Cybermarine recognises that data protection requirements may differ across the jurisdictions
in which its entities operate.

Depending on the circumstances, relevant laws may include:
Singapore

The Personal Data Protection Act 2012 (PDPA), as amended, and applicable related
regulations.



India

The Digital Personal Data Protection Act 2023 and applicable rules, to the extent their
provisions are in force, together with other relevant legal requirements.

United Arab Emirates

Federal Decree-Law No. 45 of 2021 regarding the Protection of Personal Data and
applicable related regulations.

United Kingdom

The UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and
other applicable data protection and privacy legislation.

The applicability of these laws depends on the nature of the processing activity, the entity
responsible, and the relevant jurisdiction.

Nothing in this Privacy Policy is intended to limit any rights available to individuals under
applicable data protection laws.

14. Third-Party Websites

Our websites may contain links to external websites, professional organisations,
classification societies, technology providers, or other third-party resources.

These websites operate independently and may maintain their own privacy policies.

Cybermarine is not responsible for the privacy practices, security, or content of third-party
websites.

We encourage visitors to review the relevant privacy policies before providing personal in



